CYBER SECURITY
RISK MANAGEMENT POLICY

It is the policy of the AVANGAAD BERHAD (“Avangaad”) to protect the company’s information assets
from all threats, whether internal or external, deliberated or accidental, to ensure operational continuity,
minimize damage, and maximize return on investments and relevant industry opportunities.

To fulfill these objectives, the management is committed, and the company must ensure:

= Information and system identified as vulnerable to cyber-attacks will be protected from a loss of
confidentiality, integrity, and availability.

= Regulatory and legislative requirements are to be met.
= Cyber security contingency plans are in place.
= Cyber security training is available to seafarers and personnel ashore.

» All breaches of information security, whether actual or suspected, will be reported and
investigated.

= Control of access to shore and ship’s system operations.

= Procedures are in place for incident handling, information backup, system access, virus controls,
passwords, and encryption.

= An Information technology administrator is appointed to manage information security and provide
advice and guidance on the implementation of the cyber security policy and procedures.

= The company and ship’s master must ensure that appropriate measures are taken to reduce the

risk of sensitive information being released or provided to unauthorized third parties.

It is the responsibility of the company’s shore based and sea-going staff to adhere to the cyber security
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